MuHucTepcTBO HAyKH U BbIciIero oOpazoBanus Poccuiickoit @eaepannu
®denepanbHOE TOCYIAPCTBEHHOE aBTOHOMHOE 00pa30BaTEIbHOE YUpPEKICHNUE
BBICIIETO 00pa30BaHUs

r,s IepMcKkuii HAMOHAJIBHBIN UCCIEA0BATEIbCKHI
L] N
ITHHITY MOJIMTCXHUYCCKHU YHUBCPCUTCT

YTBEPXKJIAIO

[TpopexTop mo oOpa3zoBaTeIbLHOM
NeATeIIbHOCTH

(__..,f__.

- i A.b. TletpoueHkoB
« i» arpens 2023 .

PABOYASA TPOTPAMMA JUCHUITJIMHBI

JlucuuniuHa: OcHoBbI HHGOPMAITMOHHOM 0€30MMaCHOCTH
(HanMeHOBaHNUE)
®opma 00yyeHUA: OYHas

(04YHas/0YHO-3209HAS/320THAS )

YpoBeHb BbICHIET0 00pa30BaHUS: OakanmaBpuar

(6akanaBpuart/crienaIuTeT/ MarucTpaTypa)

OO0 ast TPy10€MKOCTD: 144 (4)
(aacwr (3E))
HanpasJieHue NoaAroTOBKH: 27.03.04 YupasieHue B TEXHUYECKUX CUCTEMAX

(ko1 ¥ HAUMEHOBaHKE HAIIPABJICHU)

HanpaBiennoctb:  YmpapieHue B TEXHHUECKUX cucTtemax (oomuid mpoduib, CYOC)

(HanMeHOBaHME 00PA30BATENBHOM IPOrpaMMBI)

[Tepmsb 2023



1. O0mue MoJI0KeHu

1.1. leau u 3aa44 TUCHUILJIMHBI

Llens - M3yuyeHHe NMPUHIUIOB oOecredeHus] NH(HOPMAIMOHHOW 0E30IMacHOCTH M 3aIIWThl MH(OopMaImy,
MOJIXOJIOB K aHaM3y yrpo3 0e30MmacHOCTH HH()POPMAIMOHHBIX CHCTEM M OCBOCHHE KOMIETCHIUN IS
pelIeHus] OCHOBHBIX 3a/1a4 3allUThl HHPOpMAIMK B HPOPMAITMOHHBIX CHCTEMaX

3anaun JUCIMITINHBL:

- U3yYEHHUE OCHOBHBIX TMIOJIO)KEHUH TOCYAApCTBEHHOM TMOJUTUKA B 00JacTu oOecrneyeHus
nHopmarmonHoi Oe3zonacHoctu Poccuiickolt ®enepanyu, OCHOBHBIX TOHSTHA B OOJAcTH 3aIlUThHI
MH(QOPMAIMH U METO0JIOTMYECKHUX NIPHHIIUIIOB CO3/JaHUs CHCTEM 3alIUThl HHPOPMAIIH;

- W3y4YCHHE BHJIOB 3aIMIIaeMoi MHGoOpManuu, yrpo3 HH(YOPMAIMOHHOW 0E30HMacHOCTH, CYHIHOCTH H
pa3HOBHUIHOCTEH MHPOPMAIIMOHHOTO OPY’KHsI, METO/IOB U CPEJICTB BEJCHHsI HH()OPMAIMOHHBIX BOWH;

- U3y4YCHHE METOJIOB M CPEACTB obecredeHnss nHHOPMAITMOHHON 0€30MacHOCTH KOMITBIOTEPHBIX CHUCTEM,
MEXaHU3MOB 3alllUThl WHMOpMaruy, (QOPMAIBHBIX Mojelied 0e30MacHOCTH, KPHUTEPUEB OICHKH
3alUIIEHHOCTH U 0OecriedeHns 0e30MacHOCTH aBTOMAaTU3UPOBAHHBIX CHCTEM;

- mpuoOpeTeHue yMEHUH B Moa0Ope M aHauu3e MoKa3aTelied KayecTBa M KPUTEPHUEB OLEHKU CUCTEM
0€3011acHOCTH, OT/AEIBHBIX METOJIOB M CPEJICTB 3AIUThHI HH(OPMaLIUY;

- npuoOpeTeHre HaBBIKOB aHaln3a WHGOPMALMOHHOW WHQPPACTPYKTYphl C TOYKH 3PEHUS
MH(QOPMAIIMOHHON 0€30MacHOCTH, MOJ00pPa HOPMATUBHBIX M METOAMYECKHX MAaTepHaloB MO BOIPOCAM
3aIUTHl THPOPMAIIHH.

1.2. U3yyaemble 00beKTbI TUCUUILIAHBI

OCHOBHBIE TTOHATHS, OOIIEMETOI0JIOTUIECKIE TPUHIIAIIBEI TEOPUH HH(POPMAIMOHHON 0€301acHOCTH;
- OCHOBBI TOCYIaPCTBEHHON HH(POPMAIIMOHHOHN MOJIUTHUKH MO0 00€CTIeYeHNI0 0€30MacHOCTH HH(POPMAIIHH;
- BUJIbI HH(GOPMAIIMHM OTPAaHUYEHHOTO JOCTYTIA;

- YyIpo3bl 6€30MacCHOCTH HH(POPMALIUU U YA3BUMOCTH UH()OPMAITMOHHBIX CUCTEM;

- “H(OpPMAIMOHHBIE BOMHBI U HH(POPMALIMOHHOE OPYXKHE;

- METO/IbI HAapyIIEeHHUsI KOH(PHICHINAIBHOCTH, EIIOCTHOCTH U IOCTYITHOCTH HH(OpMAIINY;

- IPUYMHBI, BUJIbI KAHAJIBI YTEYKH WHPOPMALUHN U HECAHKIIHOHUPOBAHHOTO JIOCTYTIA;

- (hopmanbHBIE MOJEN OE€30MTACHOCTH HH(OPMAIIHH;

- YPOBHU H CEPBUCHI 3aIIUTHI HH()OPMAINH;

- CITOCOOBI M CPEICTBA 3alIUTH HH(POPMALINK;

- KpUTEPUH OLIEHKH 3alIUIIEHHOCTH HHPOPMAIIMOHHBIX CUCTEM;

- OCHOBBI OpraHU3aI1H 3alUThl UHPOPMAIMH HA TPEATPUSTHH.

1.3. Bxoaublie TpedoBaHus

|He IPEyCMOTPEHBI

2. [Inanupyemble pe3yJibTAaThl 00y4eHUsI MO AUCUHUILIMHE

WNHauKaTop JOCTHKEHUS
KOMIETEHLIUH, C KOTOPBIM Cpencrsa
COOTHECEHBI [NIAaHUPYEMBbIE OLIEHKHU

pe3yibTaThl 00y4eHUs

[Inanupyemsble pe3ynbTaThl
0o0yueHus Mo AUCUUIUINHE
(3HaTh, yMETh, BIAJIETh)

Manexc

Kommereunmnus
WHIUKATOpa




IInanupyemsele pe3ynbTaTsl

Nupukatop nOCTHKEHUS

Wnnexc KOMIIETEHLIUH, C KOTOPBIM CpenctBa
KOMHCTGHHH;{ HHIUKATOpa O?;ZiiH;thTHLH;?Z;:;f)Ie COOTHECCHEBI INIaHUPYEMBIC OLICHKH
’ ’ pe3ynbTaThl O0y4YCHUS

OIIK-5 WNJI-lonk-5 (3HaeT OCHOBBI IPaBOBOM 3HaeT OCHOBBI OTtuér no
3aIUTHl HHPOPMAIIHUH, MHTEJUIEKTYaJIbHBIX MpaB AJisl [[IPAKTUYECKOM
WHTEJJIEKTYaJIbHBIX TIPaB BBIABJICHUS, yUETA, Y 3aHSTHIO
7151 BBISIBJIICHUS, yU€Ta, obecrieueHus TPaBOBOM
oOecrnieueHus MPaBoOBO OXpaHbI PE3YIHTATOB
OXpaHbI PE3YIBTATOB HHTEIIEKTY AIbHOU
VHTEIJIEKTYaJIbHON EATEIbBHOCTH U
EATEIIBHOCTH U pacTopsKEHHS] UMU.

PaCTIOPSKEHUST UMHU.

OIIK-5 NJI-20onk-5 |YMeeT noab30BaThCs ‘YMeeT noJIb30BaThCs OTu€T Mo
MPaBOBBIMH OCHOBAMU OCHOBaMH [MPaKTUIECKOM
3aIIUThl HHTEJUICKTYAIbHBIX |MHTEJUIEKTYIbHBIX MPaB IS [y 3aHITHIO
MpaB JIs1 BBISABIECHUS, BBISIBIICHUS,
ydera,00ecTieueHus ydeTa,00ecTiedeHusl MpaBoOBON
MIPaBOBOU OXPaHBI OXpaHbl PE3yJIbTATOB
pEe3yJIbTaTOB MHTEIJICKTY AJIbHOU
MHTEIIEKTY AIbHOU NEATEIIbHOCTH U
NEeATeIbHOCTH U pacTopsKeHUsS] UMU, B TOM
pacTopsKEeHHs] UMU, B TOM  [UHCIIE B LIENISIX
JUCIIE B LEIAX MPaKTUYECKOTO MPUMEHEHUS.
MPaKTUYECKOTO
[IPUMEHEHUSI.

OIIK-5 W/1-3onk-5 |Bnageer HaBbIKaMHU Braaneetr HaBbIKaMu OtuéT 110
WCIIOJIb30BaHUs [PEIBAPUTEITHHOTO [MPAKTUIECKOM
WH(OPMAITMOHHO-TIPABOBBIX |[[TPOBEICHHS MaTEHTHBIX Y 3aHATHIO

CUCTEM, IPEIBAPUTEIHHOTO
MIPOBEICHUS MMATEHTHBIX
HCCJIEJOBAHUM U IATEHTHOT'O
MOKCKA B LIENAX pealnu3aiuu
CBOUX MH(POPMAITMOHHBIX
mpas.

HCCIIEJOBAaHUI U ITATEHTHOTO
TOMCKA.




3. O0bem u BUABI Y4eOHOI1 padoThI

Pacnpenenenue
. Bcero 10 CEMECTpaM B Hacax
Bun yuebHoit paboTsl
4acoB Howmep cemectpa
2
1. IlpoBenenne y4eOHbBIX 3aHATHH (BKIIIOUAs IPOBEIE- 54 54
HUE TEKYIIETO KOHTPOJIS yCTIEBAEMOCTH) B (hopMe:
1.1. KonTakTHas ayauropHasi pabora, U3 HUX:
- nexnmu (JI) 24 24
- maboparopHsie padoThl (JIP)
- IPaKTUYECKHE 3aHATHS, CEMUHAPHI U (WITH) IpyTHe 27 27
BUJIBI 3aHATHH cemuHapckoro Tuna (113)
- KOHTPOJIb caMocTosiTesibHOoM paboThel (KCP) 3 3
- KOHTpOJIbHAsI paboTa
1.2. CamocTtosrensHas pabota ctyaentoB (CPC) 54 54
2. IIpomexxyTouHas aTTecTanus
DK3aMeH 36 36
JlnpbepeHmpoBaHHbIN 3a4eT
3auer
Kypcosoii npoext (KII)
Kypcosas pa6ora (KP)
O01mas Tpy10eMKOCTb JUCIUTUTHHBI 144 144
4. Conepxxanue IMCUUNIMHBI
Ob6bem
O0beM ayTUTOPHBIX BHEAYyIUTOPHBIX
HammenoBaHue pasenoB TUCIUIUIMHBI C KPATKUM 3AHSATHIA 10 BHIAM B YacaX |3aHsTuil 10 BHIAM
coJiepKaHUuEeM B qacax
1 | gp | m3 CPC
2-i ceMecTp
(OCHOBBI rOCYIAPCTBEHHOM MOJIUTHKU U YTPO3bI 2 0 2 4

6e3onacHoctu Poccuiickoit denepanuu B
nH(pOpPMaAIIMOHHOM chepe

OCHOBHBIE COCTABJISIOIIME HALIMOHATILHBIX HHTEPECOB
Poccuiickoit @enepainy B MH-GOPMAIIMOHHON cdepe.
WudopmarmonHas 6e3onacHocTh Poccuiickoit
®enepanuu. MIHTEpEeCH INYHOCTH B HH)OPMAIMOHHOMN
ctepe. MaTepecs! obmecTBa B HHGOP "MaIMOHHOM
ctepe. MaTEpecs rocymapcTsa B MHPOPMAITMOHHON
cthepe. Buasl yrpo3 unhopManroHHOR 6€301MacHOCTH
Poccuiickoit ®eneparuu. ctouHuku yrpos
nH(popMaIMoHHoM 6e3omacHocTu Poccuiickoit
Oenepanuu. BHenHNE UCTOYHUKH yrpo3. BHyTpeHHUE
NCTOYHMKH yrpo3. Hanpasnenus obecnieueHus
WH(POPMAITMOHHOM 0€301MaCHOCTH TOCYIapCTBa.
[TpoOeMbl pernoHaIbHON HH(OPMAIMOHHON
6e3omacHocTu. Ponb criermanucTa mo 3amure
nH()OpPMAIMOHHON 0€30TIaCHOCTH B 00€CIICUeHUN
HAI[MOHAIBHON 0€30IaCHOCTH rOCyAapCTBa.




HawnmenoBanue pa3aciioB JTUCHUIIIIMHBI C KPATKUM
COJIep)KaHUEM

O06beM ayTUTOPHBIX

3aHATHH I10 BHUJaM B 4yacax

O0BeM
BHEAyIUTOPHBIX
3aHATHN 110 BUIAM
B Yacax

JI

JIP

I13

CPC

OCHOBHBIE TIOHSTHS U 00IIIEMETOI0IOTHUECKUE
MPUHLIUITEI TEOPUH MHDOPMAITMOHHOM 0€301aCHOCTH

2

0

2

4

VICTOYHWMKY MOHATHI B 00J1acTH HHPOPMAITHOHHOM
6e3omacHocTi. OCHOBHBIC TIOHATHS HHPOPMAITMOHHON
0€30IacHOCTH: TOKyMEHTUPOBaHHAs MHPOpPMAIIHS,
0e3omacHOCTh MH(OpPMAIUH, KOHPUICHINATLHOCTD,
[IEJIOCTHOCTD, JOCTYITHOCTh HH(OPMAIUH, 3a1uTa
nH(pOpPMAINK, CUCTEMA 3aLUTHl HHPOPMAIIHH.
OO0111eMeTOJ0I0TMYECKUE TPUHIUIIBI TEOPUH
MH(OPMAITMOHHON 0€30MacHOCTH.

[TonsiTHE M BUIIBI 3aIIMIIIaEMON HH(pOpMAIHH.

[ToHsITHE M CYIIHOCTH 3aIUIIaeMoi HHOopMaIuy.
[IpaBa u o0s3anHOCTH 00MagaTenst nHGopmanuu. Buas
3aruiaeMoil HHGOpPMAIK: TOCYAapCTBEHHAS TaiiHa,
ciryxeOHas TaiiHa, mpodeccuoHanbHas TaiiHa,
KOMMepUecKasl TaliHa, IepCOHaJIbHbIE AaHHbIE. [lepeueHb
CBeZIeHUI KOH(pUACHIMANbHOTo XapakTepa. [lonstue
WHTEJJIEKTYalIbHOM COOCTBEHHOCTH U OCOOEHHOCTHU €€
3aLUTHI.

[TonsiTrie ¥ BUIBI yIpo3 HHPOPMAIIMOHHON 0€30MacCHOCTH

[TonsiTHe yrpo3sl HHPOPMAIIHOHHOH 0€30MaCHOCTH.
@aKTOop, BO3ACUCTBYIONINN HA 3aUIIAEMYO
nHpopMaIio. THUITBI JecTa0mIM3uPYOMUX (HakTOpOB.
Krnaccudukanus 1 BUIs! yrpo3 HHPOPMALMOHHON
6e3omacHocTH. BHYTpeHHME 1 BHEIITHIE HCTOYHUKU
yIpo3 HHOOPMAITMOHHOHN 0€30MacHOCTH. YTPO3bl YTEUKH
WHGOPMAIK U YTPO3bl HECAHKIIMOHUPOBAHHOTO
noctyna. OCHOBHBIE 3JIEMEHTHI KaHajla pean3alun
YTrpO3bl Oe30MacHOCTH HH(OpMAIIHH.

Nudopmarmonnast 6€30macHOCTh U HHPOPMAIMOHHOE
POTUBOOOPCTBO

CyObekTsl HH(POPMAITMOHHOTO MPOoTHBOOOpCTBa. [lenun
MH(QOPMAIMOHHOT0 NPOoTUBOOOpCcTBA. COCTaBHBIE YAaCTH
W METOIbI HH(OPMAIIMOHHOTO MTPOTHBOOOPCTBA.
WHdopmManmoHHoe OpysKue, ero Kiaccudukanus u
BO3MOXHOCTH. OCHOBHBIE HANIPABICHUS 00ECTICUECHUS
MHOPMAIIMOHHOH 0€301MacHOCTH 00BEKTOB
MH(QOPMAIIMOHHOH cepbl rocy1apcTBa B yCIOBUSIX
nH(pOpMaIMOHHO BOiHBI. MHpOpManmoHHas BoitHa Kak
croco0 BO31eCTBHS Ha MHPOPMAIIMOHHBIE CHCTEMBI
pa3IMYHOTO HA3HAYEHUS U O0BEKTHl KPUTHYECKOM
WHPOPMAITMOHHON HHPACTPYKTYPHI

'YPOBHH U CEPBHCHI 3aLIUTHI MHPOPMAIIH B
MH(QOPMAITOHHBIX CHCTEMAx

Enunble kputepun 6€30macHOCTH MH(POPMALIMOHHBIX
TEXHOJIOIMHA. 3aKOHOIaTEeNIbHBIN, aAMUHUCTPATUBHBIH,
[IPOLEAYPHBIN YPOBHU MH(POPMALIMOHHON 0€30I1aCHOCTH.
ConepxaHue cepBHCOB O€30MaCHOCTH




HawnmenoBanue pa3aciioB JTUCHUIIIIMHBI C KPATKUM
COJIep)KaHUEM

O06beM ayTUTOPHBIX

3aHATHH I10 BHUJaM B 4yacax

O0BeM
BHEAyIUTOPHBIX
3aHATHN 110 BUIAM
B Yacax

JI

JIP

I13

CPC

POrpaMMHO-TEXHUYECKOTO ypoBHs. Unentudukarus n
ayTeHTU(UKAINA, YIPABICHUE TOCTYIIOM U
aBTOpHU3aLUs, IPOTOKOJIUPOBAHUE U Ay IUT.
Kpunrorpadus 11 cepBUCOB 0€30I1aCHOCTH:
mu1QpoBaHUe U KOHTPOJIb LIETOCTHOCTH.
OkpaHupoBaHHe. AHAIM3 3auuIeHHocTH. ObecneueHue
TOCTYMHOCTH. TyHHENIMpOoBaHUE. YTIpaBJICHHUE.

dopmanbHbIe MOAETH O€30MaCHOCTH
ABTOMAaTHU3WPOBAHHBIX CUCTEM

Hasnauenue ¢popMaabHBIX MOAesel 6e30MacHOCTH.
[TomuTrka 6e3omacHOCTH. MOHHTOp G€30MacHOCTH
oOpamenuii. JluckpeninoHHas 1 MaHIaTHAsT MOJICITTH
6e3omacHocTu. DopMabHBIE MOAETH YIIPABICHUS
noctynom. Monens Xappucona-Py330-YnpmaHa.
Mopnens benna-Jlallagynel. @opManbHble MOJENH
enoctHocTH. Mogens Kiapka-Buiicona. Moaens buba.
CoBMeCTHOE HCII0JIb30BaHUE MOJeel 0€30aCHOCTH.
PosieBoe ynpaBieHHe JOCTYIIOM.

Crioco0bl 1 cpesicTBa 3alMThl HH)OpMaIIUU

OO011as XxapaKTepUCTHKA CITIOCOOOB ¥ CPEJICTB 3alUThI
uHpopmarn. [IpaBoBasi, TeXHUYECKas,
kpuntorpapudeckas, pusnueckas 3anura HHHOPMaIIHH.
Opranu3aimoHHO-TIPABOBBIE, TEXHHUYECKUE U
KpunTorpaduIeckre MEeTo Il 00eCTeYeHUS
nHpOpMamoHHo# 0e3omacHocTH. IIporpamMmmHo-
amnmapaTHbIe cpeaicTBa obecnedeHns HHPOPMAIMOHHON
6e3onacuoct, DLP, SIEM-cucremslr. KoMmmekcusie
perieHus B o0ecredeHnu 3amutsl nHpopmanmu, SOC-
LICHTPBI.

Kputepuu oleHKH 3aIMIIEHHOCTH HH(POPMALIMOHHBIX
CHCTEM

Moenu, CTpaTeTuu U CUCTEMBI 00ECTICUEHUS
nH(bOpMaIMOHHOM 6e3omacHocTu. Kpurepun u Kiacchbl
3alUIIEHHOCTU CPEACTB BHIYUCIUTEIbHON TEXHUKU U
aBTOMAaTU3UPOBAHHBIX HH(POPMALIMOHHBIX CUCTEM.
Kputepuu 0€30naCHOCTH KOMITBIOTEPHBIX CUCTEM
«OpanxeBas kHUTa». OOIIME KPUTEPUH 0E30TTACHOCTH
WH(POPMAITMOHHBIX TEXHOJIOTHI. PykoBosime
moxymeHThI ['octexkomuccuu (OCTIK) Poccun.
CranmapTsl IO yIIpaBICHUIO WHHOPMAITMOHHOM
6e3onacHocthio ISO/IEC 27000.

3amuTa nHGOPMAITUU OT TEXHHUECKUX Pa3BeIOK

Kitaccudukaiys 1 BO3BMOXHOCTH TEXHHYESCKUX
pa3Benok. KommnbroTepHast pazseaka. TexHudyeckue
KaHaJIbl YTeUKH WH()OPMAITIH TPU SKCIITyaTalin
ABTOMATU3UPOBaHHBIX cucTeM. [loHsaTre n
KJIaCCH(HMKAIHSI BUJIOB TEXHHUECKUX Pa3BEIOK.
Knaccudukarysi TeXHHYECKUX KaHAJIOB YTCUKH
nHpopmarn. CriocoObl U CpeICTBA 3aITUTHI




HawnmenoBanue pa3aciioB JTUCHUIIIIMHBI C KPATKUM
COJIep)KaHUEM

O06beM ayTUTOPHBIX

3aHATHH I10 BHUJaM B 4yacax

O0BeM
BHEAyIUTOPHBIX
3aHATHN 110 BUIAM
B Yacax

JI

JIP

I13

CPC

MH(QOPMAIH OT YTEUKH MO TEXHHYECKUM KaHaJIaM.

3amuTa HHGOPMALUU KPUIITOTpapUIECKUMU METOIaMU

[TonsiTre kpunrorpaduveckoi 3ammThl HHHOPMAITUH.
Cucremsl [llennona. Turbl u cBoiicTBa MU(POB.
CuMMeTpUYHbIE U ACUMMETPUYHBIE KPUTITOCUCTEMBI.
[IpeobpazoBanue no cxeme deiicrens. Hugp DES,
['OCT 28147-89. Anroput™m g poBaHus
RSA.Ympasnenue KpuntorpapuuecKUMH KIFOUaMH.
[Tpotokon Kerberos. Kpuntorpadguueckas cucrema [ On
["amasst. [Tonstue Xom-gynkuun. Madpactpykrypa
otkpbIThiX Kitouert (PKI). Cpencra
KpunTorpaduyeckon 3amThl HHOOPMALIUU U
HIIEKTPOHHOM MOJIHCH.

Kpunrorpadudeckue cpeacTa 3auThl HHGOpMAIHH.

(OCHOBBI 0€30ITaACHOCTH CETEBBIX TEXHOJIOTHI

bazoBast sTaOHHAst MOJIEJIb B3aUMOAECHCTBHSI OTKPBITBIX
cucteM (OSI). YpoBHH U OCHOBHBIE TPOTOKOJIBI
CeTeBOro B3auMoaelcTBUsA. KOHLIENIUS CEeTEBbIX 30H.
[Tpotokon [Psec. VPN. Tumsl 6panamayspoB u
npuHIMIE GuibTpanun Tpaduka. CucTeMbl
oOHapy>keHus/TipenoTBpaiieHus sropxenunit (IDS/IPS).
3amuta Web-nprinoxeHuid.

NTOI'O no 2-my cemecTtpy

24

27

54

NTOI'O nmo nucuuIuinge

24

27

54

TemaTrka MPUMEPHBIX NMPAKTUYECKUX 3aHATUN

HaunmeHoBaHUe TeMBI MNPAKTHIECCKOIo (CeMI/IHapCKOFO) 3aHATUA

1 |OcHOBBI roCy1apCTBEHHOM MOJUTUKU U YIpo3bl Oe3omacHocTu Poccuiickoit denepanun B

nHpopmarmonnoit chepe (C3)

2 |OCcHOBHBIE TTOHITHS U OOIIEMETOIOIOTHIECKIE TPUHIIATIBEI TEOPUU HHPOPMATMOHHON

oe3onacHocth (C3)

3 Onpez[eneHHe BUJI0OB I/IH(bopMaHI/II/I OTpPaHUYCHHOI'0 JOCTYIIa U COCTaBa 3allMIaeMOn

nHpopmaruu (I13)

4 [Yrpo3bl 0e30nacHOCTH UH(OpMaLMKU U pa3padoTKa MOJAEIN yrpo3 HH(POPMALIMOHHON

oezonacHocTu(I13)

5  |Mudopmarnmonnas 6e30MacHOCTh ¥ HHPOpMAITMOHHOE TPOTHBOOOPCTBO (C3)

YPOBHH U CEpPBHCHI 3alIUTHI HHPOpMaIK B HHPpOpMaIMOHHbIX cucTemax (C3)

dopManbHbIe MOICIIH 0€30ITaCHOCTH aBTOMATHU3HPpOBaHHBIX cucteM (113)

8  |CmocoOsI u cpenctpa 3amuThl nHGopmarwu (113)

9 [Meronbl U KPUTEPUH OLEHKH 3AIIMIEHHOCTH HH(opManmoHHbIX cuctem (I13)

10 |Bammra nHGOpPMAIMK OT TEXHUYECKHX pa3Beaok (C3)




. HaunmeHoBaHUe TeMBbI MNPaAKTHIECCKOI0 (CeMI/IHapCKOFO) 3aHATUA

11 Bamura nadopmanuu kpunrorpapuieckumu Mmetogamu (I13)

12 |3ammra nnpopmanuu npu cereBoM B3anmoseiicteuu (I13)

5. OpraHn?.aunonHo-nez[arornqeCKne yciaoBus

5.1. O6pa3oBaTre/ibHbIE TEXHOJIOTHH, HCIIOJIb3YyeMble /17151 (OpMHUPOBAHUSA
KOMIIeTeHIIUH

[IpoBeaeHMe NEKIMOHHBIX 3aHSITHIA 10 AUCIMILIMHE OCHOBHIBAETCS HA aKTUBHOM MeToj]ie 00y4eHus,
[PX KOTOPOM YydYalllMecsl HE MAacCHUBHBIE CIYIIATENH, & AKTUBHBIE YYACTHHUKHU 3aHSATHSA, OTBEYAIOIIHME HA
BOIIPOCHI TIpenojaBareids. Bompocsl mpernogaBarenis HaleJeHbl Ha aKTUBH3alHI0 MPOLECCOB YCBOEHHUS
MaTepualia, a TaKXKE Ha pa3BUTHE JIOTMYECKOTro MbluieHus. [IpenonaBarens 3apaHee HaMeyaeT CHOUCOK
BOHpOCOB, CTI/IMYJH/IpyIOHH/IX aCCOIMAaTUBHOC MBINIJICHUC U yCTaHOBJIeHI/Ie CBS[3€I71 C paHee OCBOCHHBIM
MaTEPUAIIOM.

[IpakTuueckune 3aHATHS TPOBOJATCS HAa OCHOBE peallM3alli MeToja OOyYeHHsI JICHCTBHEM:
omnpeeNsaoTes nmpobiaeMHbie 00acTi, GopMHUpYyIOTCs Tpynmbl. [Ipu mpoBeaeHNN MPaKTUYECKUX 3aHATHN
[pECIENYIOTCA CIEAYIOIINE LENU: NPUMEHEHHE 3HAHUN OTAENBHBIX AWCIUIUINH U KPEaTUBHBIX METO/OB
TUTST pelieHust Ipo0OIeM U NPHUATHS PEIIeHUH; 0TpadoTKa y 00ydJaronmxcsi HaBBIKOB KOMaHIHOW paboTHl,
MCIKJIITNYHOCTHBIX KOMMYHI/IKaHI/Iﬁ nu paSBI/ITI/Ie JII/I)lepCKI/IX Ka4eCTB, BaerHHeHI/Ie OCHOB TeopeTqucxnx
3HAHWM.

[Ipu mpoBeneHun yuyeOHBIX 3aHATUI UCTIONB3YIOTCS MHTEPAKTUBHBIE JIGKIIUU, TPYTIIIOBBIE TUCKYCCHUH,
pOHeBbIe I/IprI, TpCHI/IHFI/I W aHAJIn3 chyauMﬁ 1 UMUTAIUOHHBIX MOI[CJICf/i.

5.2. Metoanueckue yKkazaHusi AJisl 00y4arOUXCS M0 U3YYEeHUI0 TUCUMILUINHBI

Ilpy w3ydeHHUM  JUCLUIUIMHBL  OOyYaloOUIMMCS  I11€JeCO00pa3HO  BBHINOJHATH  CIEAYIOLIHE
pPEKOMEH1AIMN:

1. 3yueHue yueOHON TUCHUILIMHBI JOJKHO BECTUCH CUCTEMATHUECKH.

2. llocme w3ydeHHs Kakoro-iuOo pasjena Mo Y4YeOHMKY WM KOHCIIEKTHBIM —MaTepHajam
PCKOMCHAYETCS 11O MaMATHU BOCIIPOU3BECTU OCHOBHBIC TCPMUHBI, OIIPCACIICHUSA, ITIOHATUA pa3aciia.

3. Ocoboe¢ BHHMaHHE CJICAYET YJCIUTh BBIMOJTHCHWIO OTYETOB IO MPAKTHYCCKUM 3aHATHIM H
HMHAUBHUAYaJIbHBIM KOMIIJICKCHBIM 3aJaHHUAM Ha CaMOCTOATCIIbHYIO pa60Ty.

4. Bcs TemaTHKa BOIIPOCOB, M3Y4aeMBbIX CaMOCTOSITENIBHO, 33Ja€TCs Ha JIEKLIUAX MPENOAaBaTelIeM.
M ke TaroTcsi HCTOYHUKY (B MEPBYIO Ouepe/lb BHOBb M3/IaHHBIE B IEPHOANYECKON HAyYHOH JIUTEpaType)
1151 GoJIee IeTalbHOrO MIOHUMAaHUsI BOIIPOCOB, 03BYUEHHBIX Ha JIEKLIUH.

6. IlepeyeHb y4eOHO-MeTOAMYECKOT0 U HH(POPMALMOHHOTIO o0ecneYeHust
JJISl CAMOCTOAITE/ILHOM PadoThl 00YUYAIOMINXCH MO JUCHUILINHE

6.1. IleuaTHast yueOHO-MeTOAMYECKAA JJUTEPATYpa

bubmorpadpudeckoe onucanue KommuecTBo
Ne n/m (aBTOp, 3aryIaBuie, BUJI U3JIaHUS, MECTO, U3/1aTEILCTBO, 9K3EMIUISIPOB B
TOJT U3/IaHusl, KOJMYECTBO CTPAHUII) OHOIHOTEKE

1. OcHoBHas IUTEpPaTypa

1 ["amatenko B. A. OcHOBBI HHPOPMAIIMOHHOW 6€30MacHOCTH : ydeOHOe 5
noco6ue s By30B / B. A. 'anarenko. - Mocksa: UHTYUT, BUHOM.
J1a0. 3uanwuii, 2008.




2 ["anatenko B. A. OcHOBBI HHPOPMAIIMOHHOW 0€30MacHOCTH : ydeOHOe 1
mocobue j1s By30B / B. A. INanarenko. - Mocka: UHTYUT, BUHOM.
J1a0. 3uanwuii, 2010.

3 ["anatenko B. A. OcHOBBI HHpOPMAIIMOHHOW 6€30MacHOCTH : ydeOHOoe 2
mocobue 11 By30B / B. A. I'anmarenko. - Mocka: UHTYUT, BUHOM.
JIa6. 3nanui, 2012.

4 Jlanunos A. H. OcHoBBI HH(pOpPMAIIMOHHON 6€30MacHOCTH : yueOHoe 62
nocooue / A. H. Jlanunos, C. A. [lanunosa, A. A. 3opuH. - [Tepmb: N3a-
Bo III'TY, 2008.

5 OcHoBbI HH(pOpPMAIMOHHON Oe30macHOCTH : yaeoHoe ocodue / 0. 10. 2
['pomoB [u 1ip.]. - Crapsrit Ockon: THT, 2017.
6 OcHoBBI HHPOPMAITMOHHON 0€30TaCHOCTH : yueOHOE mocoOwue /sl BYy30B / 2

E. b. benos [u ap.]. - Mocksa: 'opsiuas nuaus-Tenexkom, 2011.

7 L{upnos B. JI. OcHoBbI HHGOPMAIIMOHHON O€30MMaCHOCTH : KPaTKHid Kypc / 9
B. JI. lupnosg. - PoctoB-Ha-/lony: ®enuxc, 2008.

2. lonoTHUTEIbHAS JJUTEPATYpPa

2.1. Y4eOHble 1 HAYYHbIE U3IAHUSA

1 3asropoanuii B. Y. Kommuiekcnas 3ammra nadopMaum B 27
KOMIBIOTEPHBIX CUCTeMax : yueOHoe mocobue ams By3os / B. H.
3aBroponHuid. - Mocksa: Jloroc, 2001.

2 Parosun 1O. H. UmxeHepHO-TeXHUYECKas 3aiuTa nHdopMamuy : yaeoHoe 4
noco6ue / 0. H. Paro3un. - Canxt-IlerepOypr: UL UnTepmenus, 2018.

3 [Hanerun B. ®@. Unpopmanmonnas 6€30macHOCTh U 3a1uTa HHGOpManuu 3
/ B. @. [llanbrus. - Mocksa: JIMK Ilpecc, 2017.

2.2. llepuoanueckue U3aaHus

| He ucnons3yercs |

2.3. HOpMaTHBHO-TeXHI/l‘leCKI/le H3J1aHuA

| He ucnone3yercs |

3. MeTounquKne YKazaHus AJd CTYACHTOB 110 OCBOCHUIO TUCHUII/IMHBI

| He HCIIOJIB3YCTCA |

4. YueOHO-MeTOAUYECKOE 00eclieYeHre CAMOCTONATeIbHOI padoThI CTy/AeHTa

| He HCIIOJIB3YCTCA |

6.2. DiieKTpOHHAas1 y4eOHO-MeTOAuYeCKasl JuTeparypa

HocTynHoCcTh
(cets UHTEpHET /
HaumenoBanue Ccblika Ha
Bun nutepartypst N JIOKaJIbHAS CETh;
pa3paboTKu UH(OPMAIIMOHHEIH pecypc .
ABTOPU30BaHHBIH /
CBOOOIHBIN JJOCTYTI)
JlononautensHast |{OCHOBBI HH()OPMAITMOHHOM https://www.sites.google.co |ceTs HTepHeT;
uTepaTypa 0€301acCHOCTH | 3aIUTHI m/site/anisimovkhv/learning/|cBoOoHBII qOCTYTT
uHGbOpMAIIH kripto/lecture/temal




6.3. JInnen3noHHoe U CBOOOHO pPacCIPpoOCTPaAHsAEMoOe IPOrpaMMHOe obecriedeHue,
HCIO0JIb3yeMoe NPH OCYLIeCTBJIEHUH 00Pa30BaTe/IbHOIO MPoLecca Mo JUCHUIIHHEe

Bug I10

Haumenosanue 110

OHGpaHI/IOHHHC CUCTEMBI

MS Windows 8.1 (moam. Azure Dev
Tools for Teaching )

Od¢ucHble TPUTOKEHHUS.

Microsoft Office Professional 2007. nut.
42661567

[IpuknagHOe MporpaMMHoOe odecrieueHre 00IIero Ha3HauYeHHUs

Dr.Web Enterprise Security Suite, 3000
mn, [THUITY OLIHUT 2017

6.4. CoBpemenHbIe podeccnoHaibHbIE 0a3bl JAHHBIX 1 HH(POPMALIMOHHBIE
CIPABOYHbIE CUCTEMBbI, HCII0JIb3yeMble MPH OCYIIeCTBJIEHUH 00Pa30BaTEJIbHOIO

nmponecca nmo IMCuuIinHe

Hanmenosanue

Ccpiika Ha HHQOPMAIIMOHHBIN pecypc

bank maHHBIX yrpo3 6ezomacHocTH nHpopMmanuu denepanabHOi
CITy>KOBI 110 TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO

https://bdu.fstec.ru/

Hayunas 6ubnuoreka [lepMckoro HarioHaIbLHOTO
MCCIIE0BATENbCKOrO MOJUTEXHUUECKOTO YHUBEPCUTETA

http://lib.pstu.ru/

DJIeKTpOHHO-OnbIMoTeueas cucrema Jlanp

https://e.lanbook.com/

DnekTpoHHO-O0nOmoTeuHas cuctema [PRbooks

http://www.iprbookshop.ru/

WNudopmarmonnsie pecypesl Cetn Koncynprantlmoc

http://www.consultant.ru/

ba3a ganueix komnannu EBSCO

https://www.ebsco.com/

NHpopManmoHHO-CIIpaBOYHAsT CHCTEMAa HOPMATHBHO-
TEeXHUYECKOM JoKyMeHTauuu "TexsKcnepT: HOPMBI, ITpaBuiia,
CTaHJapThI ¥ 3aKOoHOMaTenbcTBa Poccun”

https://Texakcnepr.caiit/

7. MaTepuajibHO-TEXHHUYECKOe oDecriedeHne 00pa3oBaTeibHOI0 NMpoiecca mno

AUCIUILINHE

Bun 3anaruit

HammeHnoBaHne HEOOXOIMMOTO OCHOBHOTO 000PYI0BaHUS
¥ TEXHUYECKUX CPEICTB O0yUYEeHUs

KonuuectBo CAMHHUI]

Jlexumst MyJbTUMEIUHHBIN IPOEKTOP 1
[IpakTHyeckoe [lepcoHanbHBI KOMIIBIOTED 10
3aHATUE

8. ®oH/1 OLIEHOYHBIX CPEICTB AUCHUIINHBI

|OHI/IC3H B OTACIIBHOM JOKYMCHTC

10



MuHuCcTEPCTBO HAYKH U BbICIIEro 0Opa3oBanus Poccuiickoit @enepanuu
denepaabHOE TOCYIAPCTBEHHOE aBTOHOMHOE 00pa30BaTeIbHOE YUPEKICHHE
BBICIIETO 00pa30BaHU
«IlepMcKHi HATMOHAJIBHBINA HUCCJIEA0BATEIbCKUAN OJTUTEXHUYECKUI
YHUBEPCUTET

®OHA ONEHOYHbBIX CPEIACTB
JJIS IPOBEIeHH s IPOMEKYTOYHOM aTTecTAlluU 00yYAUIUXCH 110 AU CHUTIIHHE
«OcHOBBI HHPOPMALIMOHHOW 0€30ITACHOCTID)
Ilpunoscenue Kk padouei npozpamme OUCUUNIUHDL

Iepmb 2023



@oH OLEHOYHBIX CPEICTB s TPOBEICHUS MPOMEKYTOUYHOH aTTecTanuu
oOydJaronmuxcsi Il MPOBEICHUS NPOMEKYTOYHOM arTecTalud OO0yJaromuxcsl T
TUCITUTUIMHE SBJSICTCS YacThio (NMPWJIOKEHUEM) K pabouell mporpaMme THUCIUATIIAHBI.
@DoHJT OTIEHOYHBIX CPEACTB IS MPOBEACHUS TPOMEKYTOUHOM aTTeCTAIlK 00yJarOIINXCs
M0 JUCHUILIMHE pa3paboTaH B COOTBETCTBUM C OOIIEH dYacThio (POHIIA OIEHOYHBIX
CPEICTB IJIsl TPOBENCHHUS MPOMEKYTOUHOM aTTECTallMd OCHOBHOW 0Opa3oBaTEeIbHON
IporpaMMbl,  KOTOpas ~ yCTaHABIMBAaeT  CHCTEMY  OIICHUBAHHUS  PE3yJbTaTOB
IPOMEKYTOUYHOW aTTECTAllUd W KPUTEPHH BBICTABJICHUS OICHOK. OHJ OIECHOYHBIX
CPEICTB TSl TIPOBEJCHHS TTPOMEKYTOUYHON aTTeCTallMd OOYJArOIIMXCS MO AUCIUILINHE
yCTaHaBIUBaeT (OPMBI W TMPONEAYyphl TEKYIIETO KOHTPOJS YCIEBAEMOCTH W
IPOMEKYTOUHOM aTTECTAIIMK O0YJAIOIINUXCS 110 TUCIIUTIINHE.

1. IlepeyeHb KOHTPOJIUPYEMBIX Pe3yJILTATOB 00y4eHNsl 0 TUCUUILIHHE, 00beKThI
OlLlEHUBAHUSA ¥ BUIbI KOHTPOJIA

CornacHo PIIJI, ocBoeHune y4yeOHOro marepuaina JUCUUILIMHBI 3aIUIAHWPOBAHO B
TEYCHHE OHOTO ceMmecTpa (2-ro cemecTpa y4eOHOTro TuTaHa) M pa30uTo Ha 3 y4eOHBIX
Monyisi. B kaxaoM Monyne npeaycMOTPEHBI ayIUTOPHBIE JIEKIMOHHBIE U TPAKTUYECKUE
3aHATHA, a TAKXKE CaMOCTOsTENbHAs pabora CTyAeHTOB. B pamkax ocBOeHHs Yy4eOHOro
Mmarepuana AUCHUILIMHBL (OPMUPYETCS] KOMIIOHEHThl KOMIIETCHIUN 3Hamb, yMems,
énadems, ykazanHble B PIIJ[, koTopple BBICTYHAIOT B KauyeCTBE KOHTPOJIUPYEMBIX
pe3yapTaToB 00y4eHUs Mo guciuIuinge (tadm. 1.1).

KoHTponb ypOBHSI YCBOEHHBIX 3HAHMH, OCBOEHHBIX YMEHHH U NPUOOPETEHHBIX
BIQJICHUN OCYIIECTBISIETCSI B paMKax TEKYyIIEro, pyOeKHOro U MNPOMEKYTOUHOTO
KOHTPOJISI P M3YYEHUH TEOPETUUYECKOro Marepuania, cjaue OTYETOB MO MPAKTUYECKUM
3a/laHUsIM UM 3K3aMeHa. BUJibl KOHTpoJIsl cBeAeHbl B Ta0uiy 1.1.

Tabnuua 1.1. IlepeueHb KOHTPOIUPYEMBIX PE3yIbTATOB O0YUEHHUSI IO TUCIUILIMHE

Bua konTpoJs

KonTposnpyembie pe3yabTarbl 00y4eHust o Texymuii PyGexnblii HTrorosslii

aucuumiuge (3YBei) C TO m3 T/KP IK3aMeH

YcBoeHHbIE 3HAHUS

3.1 3HaTh OCHOBBI MHTEIUICKTYAJIbHBIX MPAB IS TO1l | 131 T B
BBISIBJICHUS, Yy4eTa, OOecledYeHus] TpaBOBOU
OXpaHbl  PE3yJbTAaTOB UHTEJICKTYaJIbHOM
JEATENLHOCTH ¥ PaCIIOPSDKEHUS HMHU.

OcBoeHHbIC YMEHHUS

Y.l YMeTh Noib30BaThCsl OCHOBAMHM HMHTEIUICKTYaJIbHBIX 32 T 113
NpaB JUIs BBISBJICHUS, ydera, oOeclieueHHs IpaBOBOH 33
OXpaHbl Pe3yIbTATOB UHTEIIEKTYaNbHON NESTEIbHOCTH U
pacnopsKeHUs. UMHU, B TOM YHCIIE B LENAX NPAKTUYECKOTO
MIPUMEHEHNSI.

IIpuoOpeTeHHbIEe BJIA/ICHUSA

B.l  Buagers  HaBblkamm  IPEABAPUTEIHHOTO 113 4 T K3

MPOBEICHUSI  MATEHTHBIX  MCCIEAOBAHUM U Egé
MaTEHTHOTO TIOMCKA 13 7




C — cobecedosanue no meme;, TO — xomnoxguym (meopemuueckuti onpoc); K3 — keiic-3a0aua
(unousuodyanvroe 3aoanue); OJIP — omuem no nabopamopuou pabome;, T/KP — pybescHoe
mecmupoganue (KoHmpoavhas paboma, Kypcosas paboma); TB — meopemuueckuil gonpoc, 113 —
npakmuyeckoe 3a0anue; K3 — komniexcnoe 3a0anue sxK3amenda.

HToroBoii OLIEHKOW JTOCTHXKEHHUS PE3yabTaTOB 00YyUEHHUs MO AUCIMILTUHE SBIIACTCS
MIPOMEKYTOUHAs aTTeCTallMsl B BUJE SK3aMEHA, MPOBOAMMAS C YYETOM PE3YJIbTATOB
TEKYLIErO U PyOeKHOTr0 KOHTPOJIS.

2. Buabl KOHTPOJIsI, THIIOBbIE KOHTPOJIbHbIE 32IaHUSI H IIKAJIbI OLleHUBAHUS
pe3yJIbTaTOB 00y4YeHMsI

Texymuii KOHTPOJIb YCHEBAEMOCTH HMEET IeNibl0 OOecleueHrne MaKCHUMallbHOU
s dexTuBHOCTH yueOHOTO Ipoliecca, yIpaBieHue npoueccoM GopMUpOBaHUS 3aJaHHbBIX
KOMITETEHIIUA OO0y4YaeMbIX, TMOBBIIIEHUE MOTHUBAllMM K ydeOe M mperycMaTpUBaeT
OIICHMBAHUE XOJa OCBOEHUS AuCHUIUIMHBL. B coorBerctBuM ¢ [lomoxkeHueM o
IPOBEACHUN TEKYIIEr0 KOHTPOJII YCIEBAEMOCTH W IPOMEXKYTOYHOM aTTECTallUH
oOyyvarormuxcst 1Mo oOpa3oBaTeNbHBIM MPOrpaMMaM  BBICIIETO OOpa3oBaHUS —
nmporpammam OakanaBpuarta, cueruanurera u Maructparypsl B [IHUITY npegycMoTpenst
CEAYIONIINE BUJIBI U IEPUOJAUYHOCTD TEKYIIETO KOHTPOJISl YCIIEBAEMOCTH O0YYaIOIIUXCS:

- BXOJIHOM KOHTPOJIb, TPOBEPKA UCXOJHOTO YPOBHS MOATOTOBIEHHOCTA 00y4aeMoro
1 €r0 COOTBETCTBUS MPEIBABISIEMbIM TPEOOBAHUSM JIJISI U3YYCHUS TAHHOW JUCIUTUIUHBL;

- TeKyIIUH KOHTPOJIb YCBOEHHUS MaTepuaia (ypOBHS OCBOCHHUSI KOMIIOHEHTA «3HATh)
3aIaHHBIX KOMIIETEHIIMI) Ha Ka)XXJOM TPYNIOBOM 3aHSITHU U KOHTPOJb MOCEIIAeMOCTH
JIEKIIMOHHBIX 3aHATUN;

- TPOMEXYTOYHBIM M PYyOEKHBI KOHTPOJIb OCBOCHUS OOY4aeMBIMH OTIEIHHBIX
KOMIIOHEHTOB «3HAaTbh», «YMETh» 3aJaHHBIX KOMIETEHUHA IMyTeM KOMIBIOTEPHOTO WIIH
0JIaHOYHOTO  TECTHUPOBAHMS,  KOHTPOJBHBIX  OMPOCOB,  KOHTPOJIBHBIX  PaboT
(MHAMBUAYATBHBIX JOMAIIHUX 3a/IaHUi), 3alUTHI OTYETOB MO JaOOpPaTOPHBIM paboTam,
pedeparos, 3cce u T.1I.

PyGexHbIlt KOHTPOJIb MO JUCHUIUIMHE MPOBOJUTCSA Ha CIEAYyrOUIeNd Heaese Mocie
MPOXOXKJIEHUST MOAYJS JUCHUIUIMHBI, a MPOMEXKYTOUHBIH — BO BpEMS KaXJI0TO
KOHTPOJIBHOTO MEPOIPUSATUS BHYTPU MOAYJIEH JUCHIUTUIAHBL;

- MEXCECCHOHHAsl aTTecTalus, €IUHOBPEMEHHOE TMOJIBEJCHUE HUTOrOB TEKYIIEH
yCIIEBAEMOCTH HE MEHEE OJTHOTO pa3a B CEMECTp MO BCEM JUCHUIUIMHAM JJIsi KaXKJ0TO
HaIpaBJICHUS TOATOTOBKY (CIENUAIBHOCTH ), Kypca, TPYIIIbL;

- KOHTPOJIb OCTATOYHBIX 3HAHUH.

2.1. Texymmii KOHTPOJIb YCBOCHHMS MaTepuaJia

Texyuuii KOHTpPOJIL yCBOGHHS Marepuaia B (opme cobecemoBaHus WA
BBIOOPOYHOTO0 TEOPETHYECKOTO OIpPOCa B paMKaX KOHTPOJS CaMOCTOSATEIIBHOM pPabOThI
CTYZICHTOB TIPOBOAMTCS TI0 KaXK 101 Teme. Pe3ynbrarsl mo 4-06aiIbHOM 1mKaie OIeHUBaHUS
3aHOCATCS B KypHAJI IPENOJaBATENsl U YUUTHIBAIOTCS B BUJIC MHTEIPATIbHOW OLIEHKH MPHU
MIPOBEJICHUY MTPOMEKYTOUHOM aTTEeCTAlIUM.

Bonpock! 1151 caMmoCTOSATENBHOTO N3YYEHHUS:

Tema 1. ITpoGaembl pernoHasbHON HHPOPMALIMOHHON 0€30MaCHOCTH.

Tema 2. O611eMETOA0IOTMYECKUE MPUHIIUITBI TEOPUH HHPOPMAITMOHHOM
0€e30MacHOCTH.



Tema 3. OcHOBHBIE MOHATHS MHPOPMAIIMOHHOM 0€30MaCHOCTH.

Tewma 4. [lonsiTHE UHTEIEKTYAIbHON COOCTBEHHOCTH M OCOOEHHOCTH €€ 3aIUTHI.

Tema 5. OCHOBHBIE 3JIEMEHTHI KaHaja peaanu3ally yrpo3bl 0€30MacHOCTH
uH(pOpMaLIUU.

Tema 6. UndopmarnronHas BoitHa Kak crioco0 BO3AEHCTBHS Ha HH(OPMALIMOHHBIE
CUCTEMBI Pa3JINYHOIO HA3HAYEHUS U 0OBEKTHI KPUTHUECKON MHPOPMAIIMOHHOM
UHPPACTPYKTYPBHI.

Tema 7. TyHHenupoBaHue, Kak cepBUC UHPOPMAITMOHHOMN OE30MTaCHOCTH.

Tewma 8. PoneBoe ynpasieHUE TOCTYIIOM.

Tema 9. KomiuiekcHble penienust B odecredeHuu 3aumThl uaopmanuu, SOC-
LEHTPBL.

Tema 10. Crangaptsl o ynpasieHuro nHpopmannonHoii 6ezomacuoctsio ISO/IEC
27000.

Tema 11. CpexncrBa kpunTorpapuueckoil 3amuTbl UHGOPMAIMU U 3JIEKTPOHHOU
MTO/THCH.

Tewma 12. Cuctembl 00HapyxeHust/ipeaoTBpanieHus Brop;xkenuii (IDS/IPS).

2.2. Py0e:kHbIM KOHTPOJIb

PyOexxHbIit  KOHTPOJBL JUIsi KOMIUIEKCHOTO OIIEHHWBAaHUSI YCBOCHHBIX 3HAHUM,
OCBOCHHBIX YMEHUN W MpUOOpeTeHHBIX BiajeHui (tabm. 1.1) mpoBoautcs B Qopme
OoTyYeTa MO pe3yJibTaTaM MPAKTHUECKUX 3aJaHuil (TOCJI€ U3YYEHHS] KaKIOTO MO
y4eOHOM TUCIUILIAHBI).

Bcero 3amnanupoBaHo 7 MpakTUYECKUX 3aHATHH. TeMbl MPaKTUYECKUX 3aHATHM
npuBeneHsl B PI1/I.

OTder MO BHINOJHEHHWIO MPAKTHUECKOTO 3aJaHUS MPOBOIUTCS WHIUBUAYATbHO
KOKIBIM CTYICHTOM. THIIOBBIC IIKajla U KPUTEPUH OLICHKHU MPHUBEACHBI B 00IIEH YacTh
®OC obpazoBaresibHON TPOrPAMMBI.

2.3. IIpomexyTouHasi arrecTauus (MTOrOBbIil KOHTPOJIb)

Jlomyck K MPOMEKYTOYHOM aTTeCTallMK OCYIECTBISETCS M0 pe3yabTaTaM TeKYILEro
U pyOeKHOrO KOHTPOJIS. YCJIOBUSIMU JIONyCKa SIBISIFOTCS YCIEIIHAs cjada BCexX
nabopaTopHBIX pPabOT W TOJOXKHUTENbHAS WHTErpajibHasg OILIGHKa IO pe3yibraTaM
TEKYIIETO U PyOe>KHOTO KOHTPOJISL.

IIpomexyrounasa arrecranus, commacHo PIIJI, mpoBomuTcs B BHIE DK3aMeHa IO
JTUCITUIUIMHE YCTHO 1o Owmieram. buner comepxut teoperndeckue Bompockl (TB) ms
MIPOBEPKH YCBOEHHBIX 3HAHUN W mpakTtuueckue 3ananus (I13) nms npoBepkr OCBOECHHBIX
YMEHUU BCEX 3asIBJICHHBIX KOMIIETEHLINM.

buner Qopmupyercs Takum o0O0pa3oMm, 4YTOObI B HEro IMONAIM BONPOCH U
NpPaKTUYECKUE 3aJaHusl, KOHTPOJIUPYIOIIME YPOBEHb CPOPMUPOBAHHOCTH  BCEX
3asBIEHHBIX KoMmIiieTeHIui. dopma Owusera mpeacTtaBieHa B o6medt yvactu DPOC
o0pa3oBaTeIbHON MPOTrPaMMBI.

2.3.1. TunoBbie BONPOCHI M 3aJaHUSA /ISl IK3aAMEHA 10 JUCUHUILIJIMHE
Tunosbie BONPOCHI AJI1 KOHTPOJIA YCBOCHHbIX 3HAHUM:



1. Crpareruss ~ HammoHanbHOM  Oe3omacHoctu  Poccuiickoit ~ denepanun.
Crparternueckue  HalMOHAJbHBbIE  MPHOPUTETHI  OOECHEYeHHs  HalUMOHAIBHOU
6e3omacuoctu PO.

2. loktpuHa  uH(popmanuoHHOW  Oe3omacHoctu  Poccuiickoit — Deneparuu.
Hanmonansusie untepecsl PO B nHpopmaninonHoi cdepe.

3. OcHOBHBIE yrpo3bl HMHPOpMaUMOHHON Oe3omacHocth P® U OCHOBHBIE
HanpasJieHUs M0 o0ecnieueHnto nHpopmannoHHon 6e3onacHoct PO.

4. Ponp crenumanucra mo 3ammre MHGOpMaluMu B 0OECIEUEHUM HAllMOHAJIBHOU
0€3011acCHOCTH rOCyAapCTBa.

5. OcHOBHBIE NOHATHS NH()OPMALIMOHHON OE30IMACHOCTH U UX UCTOUHUKH.

6. O0111EMETO10JI0THYECKNE IPUHLIUITBI TEOPUN MTHPOPMAITMOHHOM 0€3011aCHOCTH.

7. IlonsiTie m cyurHOCTh WHGOpPMAIMU OTPaHUYEHHOTrOo jaocTyna. OcoGeHHoCTH
J0CTyIa U OTPAaHUYEHHSI TOCTYIA K HH(POPMALIHH.

8. IIpaBa u 00s13aHHOCTH 00JaAaTENST HHPOPMAITHH.

9. Bunet  unHdopmammu  orpaHuueHHoro  jgoctymna. llepedenr  cBeneHui
KOH(HUJIECHIIMAIBHOTO XapaKTepa.

10. IToHsITHE MHTEIIEKTYATHhHOM COOCTBEHHOCTH M OCOOCHHOCTH €€ 3aIUTHI.

11. ITonsiThe yrpo3sl 0€3001aCHOCTH HH(POPMALIUH.

12. dakropsl, Bo3AeWcTBYIOIME Ha HHGpopMauuioo. TUMbl AecTa0MIN3UPYIOMINUX
(dakTopoB.

13. Knaccudukamus u BUbl yrpo3 HHOOPMAITMOHHONW O€30MaCHOCTH.

14. BHyTpeHHHE U BHEIIHUE UCTOYHHUKHU yTrpo3 0€30MacHOCTH HH(OpMAIUH.

15. Yrpo3sl yreuku HHPOpMAIMK U yTPO3bl HECAHKIMOHUPOBAHHOTO JOCTYTIA.

16. OcHOBHBIE PJIEMEHTHI KaHAJIA peaanu3aluu yrpo3bl 0€30MacHOCTH HH(OpMaIuu.

17. CyObexTsl U 1eau MHPOPMALIMOHHOTO TPOTUBOOOPCTBA.

18. CriocoObl, MPUHIUIIBL ¥ CTaIMX HHPOPMAITMOHHOTO TPOTHBOOOPCTBA.

19. UndopmanmonHoe opyxue, ero KjaacCuGuKaIis ¥ BO3SMOXHOCTH.

20. UadopmarnmonHass BOWHaA Kak CMOCOO0 BO3ACHCTBUA Ha WH(OpPMAIMOHHBIC
CUCTEMBI.

21. Vicionp30BaHMs COIMANBHBIX CeTel B MHPOPMAIIMOHHBIX BOMHAX.

22. adopmarmorHass 0€30MacHOCTh OOBEKTOB KPUTHUYECKON WHHOPMAITMOHHON
UHOPACTPYKTYPBHI.

23. Ucnonb3oBaHue KUOEPHETUIECKOTO OPYKUs B MH(OPMAIIMOHHON BOMHE.

24. ABTOMaTH3MpPOBAHHASA CUCTEMA, KaK 00beKT HH(POPMAIIMOHHOM 0€30MacHOCTH.

25. YpoBHH HHGOPMAITMOHHON O€30ITaCHOCTH 00BEKTa OLICHKH HH(POPMAITMOHHBIX
TE€XHOJIOTUH.

26. XapaKkTepuCTHKa 3aKOHOIaTEIBHOT0, aIMUHUCTPATUBHOTO U MPOLIETYPHOTO
ypOBHEW HH(POPMALIMOHHOM 0€30MMaCHOCTH.

2. IlepedyeHb cepBUCOB OE30MACHOCTH MPOrPAMMHO-TEXHUYECKOTO YPOBHSI.

28. Unentudukaius 1 ayreHTUu(GHUKalus Kak cepBUCHl 0€30MaCHOCTH.

29. YpasieHue T0CTYIOM U €ro BUJIbl. ABTOpHU3AIlMs KaK CepBUC 0€30M1aCHOCTH.

30. [IpoTokonupoBaHue, ayAUT U yIpaBiIeHUE, KAK CEPBUCH O€30MaCHOCTH.

31. DxpaHupoBaHue, TYHHEJIMPOBAHUE U aHAIM3 3aIUIIEHHOCTH KaK CEPBUCHI
0€301MacHOCTH.



32. Haznauenwne gpopManbHBIX MOjeNIel Oe30nmacHOCTH. BapuanTsl Mmoaenei
3aIUTHI U CYITHOCTh NOJUTUKU O€30MaCHOCTH.

33. luckpenmoHHast MOieNb O€30MAaCHOCTH U €€ 0COOEHHOCTH Ha IPUMEPE MOENN
XappucoHa-Py330-Ynbmana.

34. MannaTHas MOJIeNTb O€30MaCHOCTH €€ 0COOCHHOCTH Ha IpuMepe Mozenu bena-
Jlanaymel.

35. ®opmMalbHbIE MOJIETTH IEJTIOCTHOCTH.

36. PonieBoe yripaBiieHHs TOCTYIIOM.

37. OcHOBHBIE CITOCOOBI 3aIIUTHI UHPOPMAITUU U UX XapaKTEPUCTHKA.

38. [lonsTue u knaccudukanus cpeacTs 3aUThl HHGopmaluu. TexHrka 3aumThl
uHopMarmm.

39. Cpenctra (puznueckoi, kpunrorpahuaeckon U MporpaMMHO-TEXHHUECKON
3alUThl UHPOPMAIUH.

40. [1epeueHp U XapaKTEPUCTUKA PA3HOBUIHOCTEH COBPEMEHHBIX CPEICTB 3AIUTHI
uH(popmanuu.

41. Kputepuu o1ieHKH 0€301aCHOCTH KOMIBIOTEPHBIX cUCTEM «OpaHKeBasi KHUTa.

42. TpeOoBanwus k cpeacTBaM BerunciutenbHol Texuuku (CBT) u
aBToMatu3upoBaHHbIM cucTteMaM (AC) no 3anure uugopmaruu ot HC/I.

43. O61mue kpuTepuu 6€30MacHOCTH HH(OPMALIMOHHBIX TEXHOJIOTHI.

44. OcnoBuble pykoBojsiue JokyMeHTel DCTIOK Poccuu, onpeaensroniue
TpeOOBaHUs MO 3aUIUTE HHOOPMALIUH.

45. CranaapTsl Mo ynpasiieHnio HHGopManronHo# 6e3omnacHoctbio ISO/IEC
27000.

46. Ilonsarue u knaccudukaius BUI0B TEXHHUYECKUX Pa3BEIOK.

47. Knaccudukaiusi TEXHUUYECKUX KaHAJIOB yTeuku wuHopManuu. CTpykKTypa
KaHaja yTeYKd HHPOPMAITHH.

48. CiocoObl M OCHOBHBIE CpEACTBA 3alIUTHl HH(OpPMAMKA OT YTEYKHA IO
TEXHUYECKUM KaHaJaM.

49. XapakTeprucTUKa OPraHU3alMOHHBIX B TEXHUYECKUX MEp IO 3aIIUTE OT yTeUKU
uH(popmanuu.

50. Kpunirorpadust m  kpunrorpaduueckas 3amura uHbopmaruu. OCHOBHBIC
MOHSTHS.

51. Knaccudukanus mudpoB. [IpuHIMN CUMMETPUYHOTO W aACUMMETPHUYHOTO
mugpoBaHUs.

52. Anroputm npeodpazoBanus mo cxeme dericrens.

53. [Ipumepsl cummeTpuuHbix kKpunrtorpaduyeckux cuctem. [ludp DES. udp
I'OCT 28147-89.

54. Ilpumepsl  kpunTorpadUyeckux  CHCTEM  C  OTKPBITBIM  KJIHOYOM.
Kpunrorpaduueckas cuctema RSA.

55. Ympasnenue kpunrtorpapudyeckumu kinrodamu. [Ipotokon Kerberos.

56. Pacnipeaenenue kiroueit mo cxeme Juddu-Xemnmana.

57. Kpunrorpaduueckas cuctema ib-1"amarns.

58. [lonsitue u xknacceel Xom-pyHkuuu. Aaroputm SHA-1

59. Undpactpykrypa oTKpbIThIX Kiroueit (PKI).



60. CpenctBa mmdpoBaHus W DJIEKTPOHHOW monanucu. Buawsl u knaccubukarms
ANEKTPOHHBIX MOIIKUCEN.
TunoBbie NpakTHYecKHeE 3aJaHNsI JAJIsl KOHTPOJIsI 0CBOEHHBIX YMEHMIA:

1. OmnpenenuTh BUABI HHPOPMAIIMH OTPAHUYEHHOTO J0CTYyIa, oOpabaTeiBacMble Ha
o0BbeKTe MHPOPMATU3AIUH.

2. OmnpenenuThb cocTaB HocUTeNeH HHGOPMAIIMK OTPAHUYEHHOTO JOCTYIIA.

3. HW3yuuts nopsanok GopMupoBaHus U CTPYKTYpy bas3bl JaHHBIX (CIIMCOK)
ySI3BUMOCTEN HHPOPMALIMOHHBIX CUCTEM.

4. ITpoaHanu3upoBaTh ACATEIBHOCTb OpraHu3auy (MPEANpUsITHS ), BBISBUTh
ySI3BUMOCTH UH(POPMALIUOHHON CHUCTEMBI.

5. Knnaccudunnposars coctaB yrpo3 HHGOpMaIMOHHON O€3011aCHOCTH.

6. OnpenenuTh COCTaB XapaKTEPHBIX yTpo3 WHHOPMAITMOHHONW O€30MTaCHOCTH IS
aBTOMATHU3UPOBAHHOW CHCTEMBI.

7. OnpenenuTh coAep)aHue aIMUHUCTPATUBHOTO YPOBHS 00€CTIeUeHUS
nH(POPMAIIMOHHON 6€30MacHOCTH (IEPEYNCIIUTH OCHOBHBIE HOPMATHUBHBIE TOKYMEHTHI,
KOTOpBIE pa3zpabaThiBaloTCs Ha 00bEKTE MH(POpMATU3ALMKU U 00ECTICUUBAIOT €TI0
MH(POPMAITMOHHYIO OE30MMaCHOCTH).

8. OnpenenuTs comepkaHue MPOIEAYPHOTO YPOBHS obecrieueHrs MHPOpMaImOHHOM
0e30macHOCTH NMPEANPUITHS (TIEPEUUCTUTD IPUMEHSIEMbIE MTPOLICTyPHBIE MEPHI).

9. OnpenenuTh COCTaB MPUMEHSEMBIX CEPBUCOB O€30MACHOCTH MPOTPAMMHO-
TEXHUYECKOTO YPOBHS JJISI BApUAHTA aBTOMATU3UPOBAHHON CUCTEMBI, C YUETOM
0coOeHHOCTeN 00beKTa nH(DOPMATH3ALIUU.

10. ChopmupoBats maTpuily (0QOPMUTE PUCYHOK) TTOJTHOMOUUIA TOCTYTIA IS
BapuaHTa HHGOPMAIIMOHHON cucTeMbl. [Ipy ycmoBuu GOJBIIIOTO KOJIUYECTBA
MOJIb30BaTeNE — (hparMeHT MaTPHULIBI.

11. OnTUMHU3HPOBATH COCTAB MATPHUIII YIIPABICHUS TOCTYIIA 32 CUET BBEACHUS
POJIEBOTO YIIPABJICHHUS JOCTYTIOM.

12. ChopmupoBath nepeueHb OCHOBHBIX Mep M0 00ecTeueHI o 6€301MacHOCTH
undopmaruu s UCIIH 1,2,3,4 V3.

13. IIpeanoxuTh cocTaB Mep MO MPOTHUBOACHCTBUIO yTeUKe HHPOPMAITUU Ha 0OBEKTE
uH(pOpPMaTH3ALINN.

14. BeIMOTHUTD MPAKTUUICCKOE 3aJaHue 110 peain3aliun QyHKINH MU POBaHUS, C

ucroas3zoBanrem OC Windows.

2.3.2. IIkaybl OICHUBAHUA Pe3yJIbTATOB 00y4YeHHMs HA IK3aMeHe

Ounenka pe3ynpTaToB  00y4YeHUss 1O  AUCHUIUIMHE B (opMe  ypOBHs
c(hOPMHUPOBAHHOCTH KOMIIOHEHTOB 3HAMb, yMemb, 81adems 3asgBICHHBIX KOMIICTECHITUHI
NPOBOAUTCS TO 4-X Oa/TbHOW IIKaje OLIEHWBAHHUS MyTeM BBIOOPOYHOTO KOHTPOJS BO
BpeMsl DK3aMeHa.

TurmoBeie mIKana U KPUTEPUU OIECHKU PE3yTbTaTOB OOYYECHHS MPHU CAade dK3aMeHa
JUTSI KOMIIOHEHTOB 3Hamb, ymemsv U 6ladems TpuBencHsl B obmen yactu DOC
00pa3oBaTeIbHON MPOTPaAMMBI.

3. Kputepun oueHuBaHus YPOBHA C(POPMUPOBAHHOCTH KOMIIOHEHTOB U
KOMIIEeTeHINH
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3.1. Onenka ypoBHsi cGOPpMHPOBAHHOCTH KOMIIOHEHTOB KOMIIeTEeHIIM I

IIpu orenke ypoBHS CHOPMHPOBAHHOCTH KOMIIETCHIIMM B PaMKax BBIOOPOYHOTO
KOHTPOJII TpH JK3aMEHE CUHUTAETCA, YTO HOJYYEeHHAs OYeHKA 34 KOMHOHEHM
npogepsemou 6 buneme KOMnemeHyuu 060o6waemcs Ha COOMEEeMcmayIOuWUli KOMHOHEHM
8cex KoMnemeHyui, Popmupyemvix 8 pamKax OAHHOU y4eOHOt OUCYUNTUHDL.

TunoBele KpUTEpUM W IIKAJIbBl OIEHUBAHMUS YPOBHS C(HOPMHUPOBAHHOCTHU
KOMITOHEHTOB KOMIIETeHIIMM mpuBeAeHbl B obOme vactu DPOC oOpazoBaTenbHOU
IPOrPAMMBI.

3.2. Onenka ypoBHsi c()OPMUPOBAHHOCTH KOMIIETEHIIUH

OO6mas orieHKa ypoBHs C(OOPMUPOBAHHOCTH BCEX KOMIIETEHIUI MTPOBOJUTCS ITyTEM
arperupoBaHMsI OIICHOK, TIOJYYCHHBIX CTYJICHTOM 32 Ka)JIblii KOMIIOHEHT (JOPMHUPYEMBIX
KOMIIETEHIIMM, C YYETOM pE3yJIbTATOB TEKYLIEro M pPyOeKHOTro KOHTPOJSI B BHJIE
MHTETPaJIbHOMN OLIEHKH Mo 4-X OalnbHOM mikaje. Bece pe3ynbTraTsl KOHTPOJISI 3aHOCSTCS B
OLICHOYHBIM JIUCT W 3alOoJHSAIOTCS NPENnojaBaTeieM M0 HMTOraM POMEKYTOYHON
aTTeCTal1H.

dopma OIICHOYHOIO JINCTa U TPeOOBaHUS K €0 3alOJIHCHUIO MPUBEACHBI B 00IICH
gactu ®OC 00pa3oBaTeabHON MPOrPaMMBI.

[Ipu dopmupoBaHWKM HTOTOBOIl OIICHKM IPOMEXKYTOYHOM arTecTallii B BHJIE
AK3aMEHa HCIIOJIb3YIOTCSI THUIOBBIE KpUTEpUHU, TpuBeAcHHbIe B ob6mieit yactu dOC
o0pa3oBaTeIbHON MPOTrPaMMBI.



